CBeaeHMA O Ae6EeTOBbIX U KpeAUTHBIX KapTax

[IMH-xox KapThl — YeTbIpex3HayHasA KOMOHWHaLUA LUdp, BbllaBaeMass B KOHBEpPTe
OZJHOBPEMEHHO C HU3rOTOBJIEHHOW OAaHKOBCKOW KapTOW. Ero MOXXHO HM3MEHMUTb,

O6paTI/IBIJ_II/ICb B OTAEJIEHHUE 0aHKa WU MO3BOHUB Ha ropAa4yro JIMHHIO.

Kop 6esonacHoctu (CVV2 waum CVC2) - koMOuHauusg nudp, yKasaHHas Ha
000pOTHOM CTOPOHE KapThl, 2 UMEHHO: TPU KpallHUe MpaBble IUpbI, YKa3aHHbIE
nocsie yeTbipex nocaefHuX nudp HoMepa KapThbl. [IpoBEpOYHBIM KOJ HEO6XOIUM
TOJIKO JiJI COBeplleHUsl IiaTexXed B HHTepHeTe. [lpu oHJAlH-omJaTe OH
BBOJUTCSI BMeCTe C HOMEpPOM KapThl, UMEHEM /JeprKaTeJsisi KapThl U CPOKOM

OKOHYaHHA ,E[eI\/JICTBI/IH KapThlI.

OHOPa30BbIM MapoJib OAaHKA JJiS MOATBEPKAEHHS OMJIAThl OHJIAWH — KOMOUHAIUSA
udp, OTHpaBsIEMbIX OGAHKOM B CMC-COOOILIEHWH WJHM push- yBegoMJIeHHUU Ui

MOoATBEPXKAECHUA onepaunﬁ C J€HEeXHbIMHU CPEACTBAMMH.

Hukomy He coo6maiite [IMH-Ko4, Ko 6€301aCHOCTH UJIHU OAHOPA30BbIN

napoJib TPETbUM JIMLAM!

HukTo, B TOM 4uc/e COTPYAHUKU OaHKa, He BIpaBe TpebOBaTb OT JepiKaTesis
kapThel coobmuTh [IMH-kox wiauv koj 6e30macHOCTH. A OJHOPA30BbIM NApOJib
BBOJUTCS TNPU COBEpPLIEHHWU OHJAWH-NOKYNKA Ha CTpaHHULE C 3alUIleHHbIM

coe/JMHEHUEM.

KozmoBoe cioBo gepkaTesisi KapTbl — WHPOpMalUs, YKa3aHHAsl KJIMEHTOM OaHKa
npu odopmeHUH KapThl. KozoBoe c/I0BO HEOOGXOJUMO AJs1 HJeHTHPUKALUU
KJIMeHTa NpPU 3BOHKE B KOHTAaKT-LeHTP 6aHKa. PekoMeHJyeTCs HCIOJIb30BaTh
KOJIOBble CJIOBA, KOTOpble 3JIOYyMbILUIJIEHHUKAM OyZeT O4YeHb CJIOXKHO Y3HATh.
[logymaiiTe 0 TOM, YTO CJAY4YUJIOCH C BaMu B JleTCTBe WJIU IOHOCTH, BCIIOMHUTE
MeCTO JeHCTBUS, OO'bEKT, YeJIOBeKa WJIM COObITHE - MYCTbh OHO OyJeT Bamum

KOJ0BbIM CJIOBOM.

Kopg kineHTa 6aHka - KoMOWHauuMsa uudp, HCIoJAb3yeMas [ COKpalleHHs

BpeMeHU Ha UeHTUPUKAIMIO KJIMEeHTa NPU 00pallleHUU B KOHTAKT-LeHTP.

COO6I.L[aTb KOZ0OBO€E CJIOBO HMJIM KOJ KJ/JIMEHTa GaHKa MOXXHO TOJIBKO B TOM cJjly4dae,

€CJIK BBI O6paTI/IJ'II/ICb B KOHTAKT-LUEHTP K pa3roBapuBaeTe C COTpyAHHUKOM OaHKa.

Kak 6e30mnacHO noJ/ib30BaThCsSl UHTEPHET-GAHKOM?



1. Wcnonb3ynTe CRNOXHbIA Naposie ONOKMPOBKM 3dKpaHa WU KayYeCTBEHHYHO
aHTMBMpPYCHYIO nporpammy. He BxoauTe B 6GaHKOBCKME NPUMOXKEHUS,

MCNoJ1b3yA OTNeYaToK nasbua Uin (byHKLl,VII'O pacno3dHaBaHU4A nuua.

2. Hn B koem Cclnydae He XpaHuTe B TeJ'Ie(bOHe JIOTMH U NMapoJib OT BXO4a B

MOOUIbHbIN OaHKUHT.

3. He XpaHnTe B TeJ'Ie(bOHe PEKBU3NTbI KapTbl. HOMEp, CPOK nencTeuns,

npoBepoyHbIn ko u NMIAH-koa kapThbl.
4. WN3berante Bxoga B CUCTEMY MOOUMNBHOrO GaHKMHra ¢ YyXXnx yCTPOMCTB.

5. lNpu yTpate TenegoHa HemeaneHHo obpaTtuTech B 6aHK ans 61N10KMPOBKK

KapTbl 1 B ohmnc MobunbHoro onepartopa anst 6noknposkn SIM-kapTbl.

6. He nepexogute no ccobinkam wn3 SMS-coobweHnn, paxe ecnu B

COOOLLEHNM YTBEPXKOAETCH, YTO OHO U3 DaHKa.

7. OTknounTe  PyHKUMO  oTobpaxkeHust  TekcTa  Bxogdwmx  SMS-

yBEIOMIEHUIN Ha 3KpaHe 3abnoKMpoBaHHOMO TenedoHa.
BAXKHO!

,[[OBO.HbHO 4YaCTO MOIIEHHHWKH BbIAAIOT cebs1 3a COTPYAHHUKOB OaHKa. HO,[I
InpeajoromMm «cbod B base JAaHHBIX», «KHAYHUCJIEHUA 6OHYCOB» NJIN «IIOAKJ/IFOYEHHA K
COL[HaJIbHOfI nporpaMMme» 3JIOYMBIIIJIEHHHUKH IIPOCAT, 4 HWHOTrJAa OaKe Tpe6y10T
COO6I_I_[I/ITb WM PEKBU3WTBbI KAPThI, KOJ 0€e30MacCHOCTU U OAHOpaSOBbIﬁ IapoJib.

[TonyyrB Heo6X0Mble CBeZleHUs], MOILIEHHUKH CIIMCBIBAIOT JIeHbI'M CO CYeTa.
IIOMHHTE!

[Ipy 3BOHKe KJMEHTY COTPYAHUK OaHKa HHUKOTZA He HPOCUT COOOIIUTH eMy

PEKBHU3UThI KapThl U COBEPIIATH KaKUe-JI1O0 onepanuy ¢ KapToH.

YTo AesiaTh, €C/IM BaM NO3BOHWJ/IM U3 6aHKA, U HHTEPECYIOTCA Balleun

IJIATEe>KHOU KapTou?

PasyMHee Bcero npekpaTUTb pa3roBOp U Nepe3BOHUTH B 6aHK M0 opUIHATBbHOMY
HOMepPYy KOHTAKTHOro IeHTpa 6aHka (HoMep TesnedoHa CAYyKObI MOJJAEPIKKU

KJIMEHTA yKa3bIBaeTCsI HA 000POTHOM CTOPOHE KapThl).

TakxKke MOXXHO O6paTI/ITbCH B OTAEJIEHHUE 0aHKa JIMYHO. HOMHI/ITe, YTO CaMbIH

paCHpOCTpaHEHHbII‘/JI CIoco6 CoBeplHIeHHnd XI/IIJ_[eHI/Iﬁ A€HEXHbIX CpeaACTB C KapT



rpaxjaH - l'IO6y>K,£[eHI/Ie BJaZieJiblla KApPThbl K IIepeBoAy AE€HEr nyTeM obMaHa U

3JI0yNIOTpe6JIeHHEM J10BEPUSI.
Kak 6e3omacHo coBepuiaTh MJIaTEXU B UHTEPHETE?

8. Ncnonb3ynte Ha YyCTPOWCTBE aHTUBUPYC C aKTUBHOM 3alUTOW OHMaWH-

nraTexen.

9. CoBepluante onnarty TOMbKO NOCPEACTBOM MCNOMNb30BaHUSA 3aLUMULLIEHHbIX
coeguHeHun. 3alumileHHoe unu 3awmdpoBaHHOE MOAKYEHNE MOXHO
pacno3HaTb MO 3HA4YKy B BMAE 3amMoyka B Hadvare agpecHOW CTPOKU
6paysepa n npedukcy https:// (He npocto http, a ¢ 6ykBOM S Ha KOHLE)

nepen agpecom cauTta.

10.Bcerga 3aBeplianTe ceaHC B MHTepHeT-b6aHke nepeq TeM, Kak 3akpoeTte
Bknagky ©Opaysepa. He npoBoaute UHaHCOBbIE onepauum C

obwectBeHHoro WI-FI B kacbe, TpaHcnopTe Mnm rocTMHMUax.
11.He coxpaHanTe CBOM JaHHbIE O KapTe B bpaysepe.
KakuMu 6aHKOMaTaMH N0JIb30BaThCA?

12.OTpaBanTe npeanoYteHne GaHkoMaTam, YCTaHOBMNEHHbIM B 3aLUMLLEHHbIX
MecTax (Hanpumep, B odmcax OaHKOB, rOCYYpPEXOAEHMUNX, KPYMHbIX

TOProBbIX LEHTpax).

13.0OcmoTpute 6GaHkOoMaT nepea ucnonb3oBaHueM. Y6eguTtecb, 4YTO Ha
KnaBMatype M B MecTe Anst npvema KapT HeT OOMOSTHUTENbHbIX

YCTPOWCTB, CNefoB Knes U MexaHU4eCKnxX NoBpexaeHun.
14.T1pu Habope MNMNH-koga npukpbiBanTe KnaBuaTypy pPyKOMW.

15.He ucnonb3yiite GaHkomaT C NpU3HakaMu HEWCMNpPaBHOCTU: YCTPOMCTBO
3aBuUCcaeT, nepesarpyxaeTtcs WM Ha  3KpaHe  MOsIBNSOTCS

noago3puTteribHble |/|306pa>KeH|/|;|.

16.He wucnonb3yiite GaHkomaT B MPUCYTCTBMM MNOAO3PUTENbHBLIX MWL U He

NPUHUMaNTE NOMOLLb OT HE3HAKOMLIEB.
BaHKOBCKUE TPOAHBI

baHKOBCKHUe TPOAHbI — BP€AOHOCHbI€ ITPOTrpaMMBbl, CO34aHHbIE AJIA KpaxXu AeHer

yepe3 OHJIAWH-OaHKUHT. [loaMeHss cTpaHULy OQUIMAIBbHBIX OAaHKOBCKHUX



NPUJIOKEHUH, KPYMHbIX OHJIAWH-MarasuHoOB, IMporpaMMma MOXHULIAeT JIOTUHbI U
napoJiM, a TaKXe JaHHble O0aHKOBCKUX KapT. Jliii o6xoga JAByXpaKTOpPHOMU
ayTeHTUUKALUKU MporpaMma CrocobHa MepexBaThbiBaThb OTIpPaBJEHHble GAHKOM

CMC-COO6].L[€HI/IH " I1epeHalrnpaBJIATb HUX.

Yaie Bcero noj BHJOM JIeTaJIbHOTO NPOrPaMMHOr0 o6ecliedyeHus: N0Jb30BaTes b
COOCTBEHHOPYYHO  CKayMBaeT Ha  YCTPOWCTBO  BHUPYCHYK  MpPOTpaMMy,
3aMaCKUMpPOBaHHbBIM N0/ IONYJIApHble 6ecnJIaTHble NPUI0XKeHUs (HapyUMep, UTPhI,
doHapuky, ropockonbl M 1np.). Takxke O0aHKOBCKMHW TpPOSAH aBTOMaTHUYECKHU
CKauuMBaeTC Ha YCTPOMCTBO MpU IepexoZe IO COMHUTEJNbHbIM CChLIKaM,
IPUCJAHHBIM B CMC-COOOLIEHUAX WJIM 3JIEKTPOHHBIX NHcbMax. Kak mnpasuso, B
COOOILEHUH CCBIIKY Ha CKayMBaHHWe GAHKOBCKOI'O TpPOSIHA CONPOBOXJAET TEKCT O
Hayaje pacnpojaxkyd, MpeaJo)KeHUUM OOMeHATb TOBap WJIM NOCMOTPEThb

$oTO/BUE0 UHTPUTYIOLIETO COZleP>KAHUSI.
Kak 3amuTuThCca?

17.YcTaHOBUTbL Ha YCTPOMCTBO HAaAEXHY aHTUBMPYCHyto 3awwmTy. OHa
GnokmpyeT MoMbITKY Mepexoda Ha MNoAO3pUTENbHbI canT, a Takke

OCTaHOBUT GAHKOBCKUIA TPOSIH MPU MOMbITKE NPOHUKHYTL B YCTPOWMCTBO.

18.He nepexoguTb NO MNOAO3PUTENBHBLIM CCbIlKaM B CMC-COOOLLEHUSAX U

ONEKTPOHHbIX NMCbMax.

19.CkaumBatb MNPUMOXEHUs TOMbKO M3 odumumanbHbIX MarasnHoB Apple
Store, Microsoft Store n Google Play. B HacTolkax TenedoHa yCTaHOBUTb

3arpeT Ha CKkavnBaHune I'IpI/IJ'IO)KeHI/IIZ N3 HenpoBepeHHbIX NCTOYHUKOB.

20.B xope YCTaHOBKU r|p|/|r|o>|<eH|/||7| O6paLLl,aTb BHMMaHME Ha 3anpochbl
paspeLueHM|7| (Hanpl/lmep, OOCTyn K KOHTakTaMm W1 Ha OTnpaBKy CMC-

coobLLEeHNR).

21.BHumaTenbHO uMTaTb HasBaHMe caiTa, Ha KOTOpOM BBOAATCSH
KOHMAEeHUManNbHble OaHHble. 3a4acTylo Ha3BaHUS CaWTOB-NOOAENOK OT

OpUrMHarnbHbIX OTNNYAOTCS NULb OAHUM CUMBOJSIOM.
Be3onacHOCTb yYyeTHbIX 3anIMcel

3aBjaZieB JIOTUHOM M IapoJjieM OT Y4YeTHOM 3alWCH 3JIEKTPOHHOM IOYTHI,
COLIMAJIbHOM CeTH, opTaJia roCycayr U APYTUX CEPBUCOB, MOLIEHHUKU MOJYy4alOT

BO3MOXXHOCTH [AJA H3BJI€EYEHUA MaTepHaﬂbHOﬁ BbIT'O/IbI. U 3To He TOJIBKO



CrycaHue CpejcTB C 6GAaHKOBCKOM KapThl. Boiass B UyXyl Y4YeTHYI 3alHCh,
MOIIEHHUKU MOTYT pacchllaTh KOHTAKTaM I0JIb30BaTe sl COOOIIEHUS C MPOChOOH 0
nepeBo/ie HeOOJIbILIOHN, KaK IPaBUJIO, CYMMBI JiIeHeT, WU My6JIMKOBATh Ha CTPAHUILLE

MHbOpMaIMI0 KOMIPOMETHPYIOILET0 XapaKTepa.
Kak He oka3aTbcA B NOJ00HOM CUTyalun?

22.[1na kaxgow yHeTHOVI 3alfncun MncnoJsJjib3oBaTb pa3Hble JTOTMHbI 1N Maposin.
Mcnonb3oBaTb CrOXHbIE naporsiun, cocrtodLmne n3 6yKB 7 Ll,l/l(bp. CospaBaTtb

N XPaHUTb NX NOMOXET MeHeOXep napone|7|.

23.lna  mMakcMmanbHOW  3aliuTbl  Yy4ETHOW  3anucu  pekoMeHayeTcA
MCNonNb3oBaTb [OBYX3TanHyl ayTeHTUdUKaumio (4N Bxoda B aKKayHT
KpOMe norMHa M napons HeobxoAMMO BBECTM OOHOPA30BbIA KOA4 WIK
NoATBEPANTb AENCTBUE HA SNEKTPOHHbLIX YCTPOMCTBAX, MOAKMIOYEHHbIX K

BaLLIEMY aKKaYyHTY).



